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Extreme Blocking Rules

doh.gov.ae, doh.wa.gov

notrealtwitter.com, financetwitter.com

vpnoverview.com, vpnmentor.com

antipornography.com, pornphiphit.co.th

w.org, hrw.org, tensorflow.org

Sample Overblocked Domains:
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Adversarial nature of Turkmenistan’s  
censoring middleboxes

More Evasion  
Strategies

Evasion strategies for both transport  
and application layer

AS Topology
Routing topology and censorship  
granularity

DNS 
Censorship

DNS measurement methodology and  
results

Other Details In The Paper
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endpoints

Turkmenistan’s regex filtering 
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Discovered new transport layer  
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