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Internet Censorship

* Restrict access to specific web content

FREEDOMONTHENET2017
I Free J
[ Partly Free

I Not Free §

Freedom on the Net 2017, Freedom House



https://rsf.org/en/ranking/2018

Huge Market for Surveillance/Censorship Products

THE WALL STREET JOURNAL.

TECH
Made-in-China
Censorship for Sale

Chinese Al tools from tech giants like Alibaba
make it easier to scrub online content—and
anyone can buy them.

PHOTO ILLUSTRATION BY JOHN KUCZALA; ISTOCK

By Shan Li
March 6,2020 5:30am ET

https://www.wsj.com/articles/made-in-china-censorship-for-sale-
11583448433?shareToken=st03477b3721ee44619a6ad5cd5e670454

Censorship products in China is
predicted to grow to a $70 billion

industry over the next 3-5 years

Estimated sales of S5 billion per year
for surveillance/wiretapping products*
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*http://www.washingtonpost.com/world/national-security/trade-in-surveillance-technology-raises-
worries/2011/11/22/gIQAFFZOGO_story.html



Why measure censorship?

BAD TRAFFIC

Sandvine’s PacketLogic Devices Used to Deploy
Government Spyware in Turkey and Redirect Egyptian
Users to Affiliate Ads?

By Bill Marczak, Jakub Dalek, Sarah McKune, Adam Senft, John Scott-Railton, and Ron Deibert
March 9,2018 45,0 Le31 (Arabic translation), KOTU TRAFIK (Turkish translation)

https://citizenlab.ca/2018/03/bad-traffic-sandvines-packetlogic-devices-deploy-government-spyware-turkey-syria/



https://citizenlab.ca/2018/03/bad-traffic-sandvines-packetlogic-devices-deploy-government-spyware-turkey-syria/

How does censorship work?
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How does censorship work?

DNS Server Client Web Server
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Studies in Censorship Research
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Why we built our own platform?

Time Period / Country

Long / Global

Short / Local

Encore
Iris
Quack

A 4

One Two Three

Detail
(DNS manipulation, Packet injection, Block pages)

Volunteers:

Ethical concerns
Limited time period and #
of countries

Non-volunteers:

Only one method

Challenges: Obtaining
vantage points for breadth
and depth data collection



ICLab Platform




ICLab: Global and Continuous Monitoring

% Global and Continuous
Oct. 2016 ~ present
234 ASes, 62 Countries

Central server

Web sites being
tested for censorship
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ICLab: Vantage Points

% Global and Continuous

Oct. 2016 ~ present Vantage Points: (worldwide: 264 VPNs, 17 volunteers)

234 ASes, 62 Countries

Central server

=

GGOlocation VPN protocol VPN f,erver
vantage
Checker :

VPN providers
lie their server locations!

— W % Avoid risk to volunteers
_>*_ % High availability, bandwidth

@ N\1e

% Unrestricted network access

Volunteer

> vantage

Web sites being
tested for censorship

“How to Catch when Proxies Lie: Verifying the Physical Locations of Network Proxies with Active Geolocation,”

Zachary Weinberg, Shinyoung Cho, Nicolas Christin, Vyas Sekar, and Phillipa Gill, In ACM IMC, Nov. 2018
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https://people.cs.umass.edu/~phillipa/papers/imc18-final122.pdf

ICLab: Control Node

% Global and Continuous
Oct. 2016 ~ present
234 ASes, 62 Countries

Central server

S==

Vantage Points: (worldwide: 264 VPNs, 17 volunteers)

\\’ r Volunteer
@ & anthge

VPN protocol
VPN server
vantage

VPN clients

1 Node in USA (Academic network)
1 Node in Japan (VPS)
1 Node in Netherlands (VPS)

Web sites being
tested for censorship
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ICLab: Test Lists

% Global and Continuous
Oct. 2016 ~ present
234 ASes, 62 Countries

Central server

Vantage Points: (worldwide: 264 VPNs, 17 volunteers)

— oL Y
/@ \ ¥
vex 1_%\ Vol

VPN protocol

VPN server

vantage .
43,000 unique URLs
(1) Schedule and URL list - Alexa Global
(varies by country) iti
- Citizen Lab
(2) Perform measurements (GIobaI, Local SenSitive)
on a URL list 2 H
ons e - Berkman Klein Center
HTTP Web sites being

Traceroute tested for censorship
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ICLab: Data Collection

% Global and Continuous _ _
Vantage Points: (worldwide: 264 VPNs, 17 volunteers)

Oct. 2016 ~ present
234 ASes, 62 Countries :
@Control lB
VPN clients /
_%\  Sotueer

Central server

VPN protocol

VPN server
vantage
(3) Collected data (1) Schedule and URL list
% Reliable detection DNS Query/Response
Of netwo rk HTTP RequeSt/Response (2) Perform measurements
interference TLS Certificates on a URL list
DNS
Traceroutes HTTP Web sites being
Traceroute tested for censorship

Packet Logs

14



ICLab: Censorship Detection

% Global and Continuous _ _
Vantage Points: (worldwide: 264 VPNs, 17 volunteers)

Oct. 2016 ~ present
234 ASes, 62 Countries >R
@Control \
VPN clients /
_%\  Sotueer

Central server

S==

VPN protocol

. . VPN server
DNS manipulation vantage
PaCket injeCtionS (3) Collected data (1) Schedule and URL list
Block pages DNS Query/Response

HTTP Re que St/ Res ponse (2) Perform measurements

“) TLS Certificates ona URL list
Collected data DNS
to censorship Traceroutes HTTP Web sites being
Traceroute tested for censorship

detectors  poclat | o gs
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Scope of this talk

Censorship Detection Key Findings

 DNS manipulation
* TCP packet injection

Block page : Detection & discovery
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DNS Manipulation

Control Node

% ! Second DNS

1 DNS Query response?

Same IP/AS?

Manipulation

N

1172.217.10.228 Routable IP?

High URL-to-

IP ratio?

?

“Assessing the Privacy Benefits of Domain Name Encryption,”

Nguyen Phong Hoang, Arian Akhavan Niaki, Nikita Borisov, Phillipa Gill, and Michalis Polychronakis , In ASIA CCS, 2020

|DNS Query |

Vantage point

i/l

Censor

DNS Server

8

DNS Lookup [
:
171 | :
Facebook
Google
31.13.71.36 Tor

.
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TCP Packet Injection

Payload collision J Payload collision
Connection refused Host unreachablejConnection disruptedf] (blockpage) (no blockpage)
80.7% 17.2% 1.9% 0.05% 0.07%
“‘ “‘
HTTP ‘ok’ \ 12,000,585 2,976,390 152,473 10,786 16,681
56.3% \\\Mi% \1 11% 0.57% 0.04% 0.06%
HTTP other response \ 430,3 182,538 11,590 428 81 o
2.3% 1.6% 0.68% 0.04% 0.002% < 0.001% Classification
. Censored
Connection refused 733,381 1,323 155,359 46 46 1.5%
3.3% 2.7% 0.005% 0.58 % 0.001 % 0.001%
A ° ° ’ ° < ° < ° » | Probably censored
© b 57.9%
v Host unreachable 37,202 557 24,077 2 3
° 0.23% 0.14% 0.002% 0.09% <0.001% <0.001% g%t ;ensored
c .0 /0
S 11 _
Hostname not found 767,888 260,161 24,187 740 846 ///// Uncertain
3.9% 2.9% 0.97% 0.09% 0.003% 0.003% 18.8%
i I = No record for URL
Timeout 3,552,780 441,620 25,519 1,998 1,781 ~ 19.0%
14.9% 13.2% 1.6% 0.09% 0.007% 0.007%
[~ ~— o ~— ~— . ~—
No record for URL Q 4,208,498 v 762,973 Q 123,229 & 11,280 v
19.0% [~ 156% "~ 28% ——— 0.46% " - 0.04% ———
e e e
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HTML-based Block Pages: Detection

Standard approach

He

Regular

expressions

Block Pages
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HTML-based Block Pages: Discovery

HTML tag frequency vector

1 <body>, 2 <p>, 3 <em> —
Match to Known block pages:

1 <body>, 2 <p>, 3 <em>

Textual similarity URL-to-country ratio

Locality-Sensitive Hashing (LSH) Locality-Sensitive Hashing (LSH)
“a court of competent jurisdiction” i o
0

”Hon’ble Court” S : ——
countries

\ J . J

* “Automated Detection and Fingerprinting of Censorship Block Pages,” in IMC 2014 20
B. Jones, T.-W. Lee, N. Feamster, and P. Gill, In ACM IMC, Nov. 2018



Censorship Detection

e 15,007 DNS Manipulation
across 56 countries, 489 unique URLs

e 143,225 Packet Injections
across 54 countries, 1,205 unique URLs

232,183 Block Pages
across 50 countries, 2,782 unique URLs

Central server

Oct. 2016 ~ present
53,906,532 measurements
234 ASes, 62 Countries
43,000 unique URLs

21



Censorship Detection

Key Findings
Analysis by test lists
Analysis by methods
Longitudinal analysis

Other network attacks
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Censorship by test list

Depend on what you test

Overall Alexa Global (ATL) ' Globally Sensitive (CLBL-G) \ T’er-Country Sensitive (CLBL-C)

Category Category Country Category Pct. Category Pct.

NEWS NEWS Iran PORN 11.6% NEWS 21.0%

PORN PORN NEWS 9.4% BLOG 17.6%

BLOG ENT PROX 6.8% POL 7.2%

South Korea PORN South Korea SHOP Saudi Arabia PORN 31.0% ENT 19.0%
NEWS PORN GAMB 13.5% STRM 14.3%

ORG NEWS PROX 12.2% NEWS 10.8%

Saudi Arabia PORN Saudi Arabia  PORN South Korea PORN 15.6% | |Saudi Arabia NEWS 54.0%
NEWS ILL ORG 10.4% POL 7.7%

GAMB GAMB NEWS 5.7% RELI 7.7%

ENT PORN Kenya PORN 14.5% BLOG 16.5%

STRM ILL GAMB 10.8% NEWS 14.4%

NEWS FILE PROX 9.0% GAMB 12.4%

PORN ILL Turkey PORN 47.0% NEWS 290 49,

GAMB IT GAMB  22.6% PORN 13.7%

PROX STRM ILL 3.2% GAMB 9.8%

_= =‘




Different Methods for Different Content

Censorship by method

Technique Country Categories Pct.
Block page Iran NEWS, PORN, BLOG  24.95% | B iran
Saudi Arabia PORN, NEWS, GAMB 11.1% I South Korea I
India ENT, STRM, NEWS 6.4% B sl =Iszgdi Arabia
Kenya PORN, GAMB, PROX  4.8% 8 B Kenya
Turkey PORN, GAMB, NEWS 4.6% é
DNS Iran BLOG, PORN, PROX 5.5% 3 10%
manipulation _ Uganda PORN. ADUL. LING 1.7% = °
Turkey ILL, GAMB, STRM 0.3% 5
Bulgaria 1ILL, ARM, DOM 0.2%
Netherlands ~ ILL, IM, DOM 0.2% i I =
TCP packet South Korea ~ PORN, ORG, NEWS 9.3% DNS manipulation ° _
injection India NEWS, ILL, IT 2.3% TCP packet injection . ! I 1 E (F—‘)
Netherlands NEWS, SEAR, GAME 0.9% Block page ° =
Japan NEWS, GAME, SEAR 0.9%
Australia SEAR, NEWS, ILL 0.8%

. . Combinations of methods
ILL: illegal or unethical

STREAM: streaming media and download
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Longitudinal Analysis

— (22 daily dot Q

Inside Turkey’s war on Wikipedia

Turkey has censored all of Wikipedia over cited articles that potentially paint the

1di Arabia —a— Other

county's government in a negative light. ith Korea

May 9, 2017, 4:27 pm* Tech Q Efe Kerem Sozeri
)
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Jan 2017 Jul 2017 Jan 2018 Jul 2018

Observed censorship rates

25



Detected Other Network Attacks

* Geo-blocking

- HTTP 451 “Unavailable for Legal Reasons”
- 23 Unique websites across 21 countries

e User tracking injection
- Fingerprinting the client prior to loading the page

* Cryptocurrency mining injection

- A botnet infecting MikroTick routers (exploiting CVE-2018-14847)
- First observed on July 21%t, 2018

26



ICLab News People Publications & Reports Talks Media Coverage Data

ICLab

by Calipr Networking Group

Information Controls Lab

CICS UMass Amherst be explored using the web application available here.

A0

Information Controls Lab (ICLab) is a project focused on collecting and
analyzing information controls data on the Internet at a global scale.

At ICLab, we regularly run information controls experiments on a large .

number of vantage points spread all over the world. Some of these vantage D I ffe re n t m et h O d S U S e d tO b I O C k
points are Raspberry Pis running the Centinel software, while others are VPN
clients and Virtual Private Servers (VPS). These experiments include a
standard set of tests designed to detect and analyze web content blocking,

Each test list shows different
censorship policy

different web categories
the results of which are processed by our data management server and can Ce n SO rs h i p h a s C h a n ge d ove r ti m e

Other network interferences are
detected

https://iclab.org/

Thank you!

http://calipr.cs.umass.edu 27
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