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Internet traffic encryption is on the rise
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Domain names still reveal semantic info

• Amazon.com, Walmart.com, Ebay.com
à online shopping activities

• HIV.gov , Cancer.gov
à health condition

• Islamicity.org, Quran.com
à religion

• LGBT.foundation, Gaycenter.org
à gender identity

• Xvideos.com, Pornhub.com
à sexual habits
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DNS query/response packets

TLS handshake’s Client Hello

Plaintext domain name on the wire

à Redirection to malicious hosts
à Censorship



� Introduction

+ Domain name encryption 
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+ Domain co-hosting 
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� Discussion & conclusion
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Outline
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Domain encryption: DoH/DoT and ESNI

• DoT: DNS queries and responses are encrypted and wrapped 
through the Transport Layer Security protocol (RFC7858)

• DoH: DNS resolution is performed over HTTPS, inheriting all 
security benefits of the HTTPS protocol (RFC8484)

• ESNI: Starting with TLS1.3, the Server Name Indication extension 
in the Client Hello message during the TLS handshake can be 
encrypted (RFC8744)

https://tools.ietf.org/html/rfc7858
https://tools.ietf.org/html/rfc8484
https://tools.ietf.org/html/rfc8744
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Domain encryption: DoH/DoT and ESNI
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Domain name encryption
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Motivation

Given that destination IP addresses are still visible to on-path observers, 

we’re interested in quantifying the potential improvement to user privacy 

that a full deployment of DoH/DoT and ESNI would achieve in practice

The extent to which domain inference can be made depends on:

• Whether one or many domains are hosted on a given IP address

• The stability of the mapping of a domain and its IP address(es)
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Alexa + Majestic 
top lists from 

the last 30 days 
↓

7.5M domains

DNS Resolution
IP address(es)

Co-hosting
degree

Mapping
dynamics
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Measurement duration: 2 months

Measurement location and duration

Singapore



11

Single-hosted domains
…𝐼𝑃!

example.com

𝑘"#! = 𝑘"#" = 𝑘"## = 1
𝑘$%&'()$.+,' = 1

à Privacy-detrimental

𝐼𝑃"
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𝐼𝑃#

example.com
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Multi-hosted domains
…𝐼𝑃!

example.com
foo1.net
foo2.com

𝐼𝑃"

foo.com
example.com

bar.org

𝐼𝑃#

bar.com
example.com

bar.net

𝑘"#! = 𝑘"#" = 𝑘"## = 3
𝑘$%&'()$.+,' = median(𝑘"#! , 𝑘"#" , … , 𝑘"##) = 3

à Privacy-beneficial
Data Analysis Discussion & Conclusion Introduction Methodology
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Co-hosting degree as % of all IPs
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Co-hosting degree as % of domains
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30% meaningful 
privacy
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Top providers with the highest k per IP

Small providers tend to co-host a large number of less popular domains

[*] https://bgp.he.net/.

Data Analysis Discussion & Conclusion Introduction Methodology

https://bgp.he.net/
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Top providers with the most IPs

Major providers host more popular domains, 
while having a much lower co-hosting degree

Data Analysis Discussion & Conclusion Introduction Methodology
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Two ends of the privacy spectrum
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Two ends of the privacy spectrum
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Top providers that host most domains
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• Squarespace is home to a large number of websites thanks to its pre-built 
template service, making it easier for anyone to build their own website

• Automattic is well-known for its WordPress service
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Dynamics of domain-to-IP mappings
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Summary

Regardless of the increasing trend of web co-location [*], domain name 

encryption cannot provide meaningful privacy benefits given the current 

degree of domain co-hosting because the IP address information is still 

visible to any on-path observers and can be used to infer the domains 

being visited

[*] The Web is Still Small After More Than a Decade. SIGCOMM Computer Communication Review 2020.

https://dl.acm.org/doi/abs/10.1145/3402413.3402417
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Recommendations
• The full domain name confidentiality must be preserved on both DNS 

and TLS channels; otherwise, neither technology can provide any 

actual privacy benefit if deployed individually

• Domain owners can seek providers that offer an increased co-hosting 

ratio per IP address and/or highly dynamic domain-IP mappings

• Hosting providers can help to increase the co-hosting degree by 

grouping more websites under the same IP and dynamically rotate 

domain-IP mappings to further improve privacy
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We have made our dataset available at

https://bit.ly/DomainNameEncryptionPrivacy

nghoang@cs.stonybrook.edu

Thank you for your attention

mailto:nghoang@cs.stonybrook.edu

